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What are people looking for in the cloud? 

• Cost Savings 

– Use vs. license model 

 

• New Agile Features 

 

• Optimization for Higher Quality 

 

 



Cloud Computing Definition 

• Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool 

of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal 

management effort or service provider interaction. 

– The National Institute of Standards and Technology (NIST) 



Essential Characteristics 

• On-demand self-service 

– Provision computing capabilities without human interaction 

• Broad network access 

• Resource pooling 

– Between Servers and Geographically 

• Rapid elasticity 

– Capabilities dynamically provisioned/released to scale up/down 

• Measured service 

– Usage metering 

– Reported to providers/consumers 



Cloud Resource Pooling:  

Dynamic Resource Allocation 

 



Cloud Resource Pooling:  

Dynamic Resource Allocation 

 



Resource Pooling: Geographical 

• Fail over to cloud zones 

• Mission Critical Operations 

– Deploy into several cloud providers for ultimate protection 

• Only pay for what you use  



Cloud Rapid Elasticity 

• Auto Scaling Service 

• How it works? 

– Configure through administrator app 

– Set metric alarm and scaling policy 

– Set min and max number of instances 

• i.e. on instance failure, automatically launch new 

instance to replace failed instance. 

 

 



Cloud on-demand self-service 

• Administrative consoles; no need to interact with other 

humans. 



Three Core Cloud Service Models 
• Software as a Service (SaaS) 

– ArcGIS Online 

– Consumer does not control cloud infrastructure 

• Platform as a Service (PaaS) 

– Deploy apps into the cloud 

– ArcGIS Web mapping APIs, i.e. JavaScript, 

Flex, and Silverlight 

– ArcGIS Online Web Services 

• Infrastructure as a Service (IaaS) 

– Full provisioning capabilities: processing, 

storage, networks, etc. 

– ArcGIS in Amazon EC2 

 

 



Montana Site Selector - IaaS 

Montana Site Selector is a powerful GIS-enabled tool 

developed specifically for businesses looking to open, 

expand or relocate in Montana. 

Hosted in the Microsoft Azure Cloud 



Many other service models 

• Cloud Service Models simply mean what type of 

services can be provided to customers 

• Storage as a Service (STaaS), Security as a Service 

(SECaaS), Data as a Service (DaaS), GISasS (GISasS) 

• Modeling as a Service (MaaS) 

– IDEAS by The SI Organization 



Modeling as a Service (MaaS) 

 



Cloud and Supercomputing 

• Rapidly deliver 

geoprocessing and 

complex analysis results 

• Predict fire 

direction/perimeter 

• Real-time coordination 

 http://globe.gcs-holdings.net/landview/ 
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Cloud Pricing? 

Model: Only pay for what you use 

• Use vs. license model 

 

• Amazon EC2 Public cloud 

• http://aws.amazon.com/ec2/pricing/  

  

• Amazon EC2 Gov Cloud 

• http://aws.amazon.com/govcloud-us/#pricing  
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Security in the Cloud 

 

• Traditional vs. Cloud Model 

• Traditional security does not work with location based 

devices 

• Pressure to accommodate mobile devices 

• Security and privacy: top concerns moving to cloud 

– Data storage and transfer protection 

– Personnel 

– Physical threats 

– Vulnerability management and remediation 

• Many of these concerns are mitigated in the cloud 

 

 

 



Security on the Cloud 

 

• Cloud Advantages 

– Disinterested third party’s managing data; no local knowledge  

– Pervasive automation; fewer humans; less mistakes 

– Compliance certifications; security audits; less work for your 

organization; You are compliant “by inclusion” 

– No need to learn/maintain/purchase security technologies 

• Pay Attention 

– Your still responsible for App security and Data security 

– GIS often require larger data transfers 

 

 



Security in the Cloud 

• Tremendous growth in Private Cloud offerings being 

driven by the Federal Government. 

• The Federal Risk and Authorization Management 

Program (FedRAMP)  

– standardized approach to security assessment, authorization, 

and continuous monitoring for cloud products and services. 

• Compliance standards 

• Security standards (ISO 27001) 

• Federal certifications 

 

 



Virtualization in the Cloud 

• Quick Back-up and Recovery 

• Environments for: testing, development, experimenting, 

etc. 

• Data Visualizations and Management 

• Migration efforts 

• How does this change your GIS workflow? 

 

 



Cloud Storage 

• Storage in the cloud is infinite  

• How does this change your GIS workflow? 

 



Common GIS Cloud Deployment 

• On premise system for daily use and editing 

– i.e.  Enterprise Geodatabase 

• Cloud is used for publishing 

– i.e. ArcGIS Online or Amazon EC2 

• Overnight replication over HTTPS or secure ftp 



Cloud for Redundancy: Save Money 

• Outsource all failover to the cloud 

• Only pay for what you use 

– (which could be never) 

• Never pay for infrastructure and resources which is 

rarely, if ever, used. 



Cloud Information Officer: new job role 

• Requires new skills 

• Customized specialized builds 

• Automated deployments 

• Orchestration tools 

• Provides Optimizations 

– Scale 

– Capacity 

– Distribution 

– Geolocation 

• You must determine how much you need? 

• Sysadmins become developers 

• Infrastructure as code -> provisioning servers with scripting. 



Amazon Web Services 

• Pioneers with IaaS 

• Created an IT consumer market; made it easy 

– Pay as you use model 

– Get started in 5 minutes using a credit card 

• Only Esri Certified Public Cloud 



Amazon Machine Images (AMIs) 

• A virtual image that works in the Amazon Cloud 

– Provides OS + ArcGIS Server + Data 

– Esri provided AIMs 10.0 and 10.1 

 



Amazon Machine Images (AMIs) 



Amazon: Custom ArcGIS Server AMI 

 



ArcGIS Amazon Resources 

• ArcGIS Online Help 

http://resources.arcgis.com/en/help/main/10.1/00rq/00rq00000002000000.htm 

 

http://resources.arcgis.com/en/help/main/10.1/00rq/00rq00000002000000.htm


Other Clouds 

• VCE 

• VMWare 

• IBM 

• Microsoft 

• Terremark 

http://www.ibm.com/developerworks/cloud/library/cl-geospatialanalytics/ 



Getting to the Cloud: Questions  

• How to scope, forecast costs, and size systems based 

on projected usage/performance requirements? 

– Define operational requirements: 

• # of concurrent Users/Storage/Bandwidth 

• Length of time system expected to be online 

• Support desired (24/7; 9 to 5) 

– Requirements for MTBF and MTTR? 

• Mean time between failures (MTBF)  

• Mean time to repair (MTTR)  

– Data and Application requirements 

• Recommendation: deploy a pilot project 
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