VCGI Technical Roles

VCGI continues to establish itself as the central repository and coordinating office for GIS within the
State of Vermont. VCGI is currently developing both enterprise level services and web presence
strategies which will require robust and consistent support. As a small organization it is important that
skill sets be identified, assigned, acquired and then continually sharpened in each specific technical area
to ensure mission success.

There are six major technical roles necessary to realize VCGI’s strategic goal of being a leader in the VT
GIS community; Database Administrator, Systems Administrator, Website Content Manager, Web
Services Administrator, Web Applications Administrator, and Director of Enterprise GIS Services. These
roles must function symbiotically and are interdependent on supporting roles within the organization.
For this reason, it is necessary to articulate the responsibilities and skill requirements for each role so
there will be clear accountability upon assignment.

1) Database Administrator
Responsible for the administration of VCGI's geospatial data assets and Data Warehouse.

Responsibilities:

A. Managed development of specifications of databases for statewide geospatial
information.

B. Manage the application stack (eg: SDE, SQL Server) on VCGI's database servers
(production and development/testing platforms).

C. Coordinate with System Administrator to maintain, backup, and upgrade database
servers.

D. Primary point of contact (POC) for all database issues including Database Services
hosted by VCGI's for other state agencies.

E. Responsible for the administration, management, and upgrades to VCGI's Data
Warehouse and Image Library.

F. Oversee the collection, harvest, and storage of geospatial data within VCGI's Data
Warehouse and Image Library.

G. Ensure integrity of VCGI's Data Warehouse and Image Library.

H. Work with partner organizations to ensure maintenance of data.

I. Evaluate potential new and existing databases for use by the Center and within the VT
GIS community.

J.  Ensure metadata is available for all datasets stored in VCGI's Data Warehouse.

K. Develop appropriate data standards, guidelines and procedures. Ensure compliance
with standards, guidelines and procedures.

L. Responsible for RDBMS maintenance, administration, upgrades, and security.
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Minimum Knowledge:

A. Advanced knowledge of MS SQL Server 2005+ configuration, administration, and
security.

MS Access 2000+.

Advanced knowledge of ESRI ArcSDE configuration, administration, and security.
FGDC and ISO metadata standards implementation.

Working knowledge of relational database design and administration "best practices".
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Working knowledge of VCGI and EGC data standards and protocols.

2) Systems Administrator
Responsible for the following system administration duties for both physical and virtualized

environments.

Responsibilities:
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10.
11.
12.
13.

14,

15.
16.

17.

18.

19.

Responsible for all servers and workstations (virtual and physical), including production, staging,
and development.

Configure, manage and maintain the Microsoft Active Directory (AD) directory service
Ensure that all network infrastructures are performing at required service levels.

Ensure for adequate system security.

Perform backups of desktop, physical and virtual server environments.

Install and configuring new hardware and software.

Introduce and integrate new technologies into existing data center environments.

Apply operating system updates, patches, and configuration changes.

Manage user account information, resetting passwords.

Provide server and client technical support; network administration, and application and
programming administration.

Responsibility for documenting the configuration of the system.

Perform routine audits of systems and software.

Perform system performance tuning.

Provide peripheral and mobile device configuration, deployment and support

Perform first tier response for website or web/map service failure using pre-scripted response
manual

Develop disaster response/rapid recovery plan for redeployment & continuity of services
Network administrator — Maintain the hardware and configuration of network infrastructure

such as switches and routers.
Security administrator— Develop and maintain computer and network security, including devices

such as firewalls.
Technical support — Respond to and solve individual user computer issues and provide

explanations and training as appropriate.
Postmaster — Administer the mail server.
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20. Primary point of contact (POC) for all system administration issues that arise on servers and

workstations.

21. Report system problems to the Director of Enterprise GIS Services.
22. Work with the Director of Enterprise GIS Services to schedule and coordinate system upgrades.

Minimum Knowledge:
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Working knowledge of Active Directory, TCP/IP, network engineering and security.

Working knowledge of data backup and archiving software.

Excellent problem solving skills, ability to work collaboratively and communicate effectively.
Ability to conduct hardware and software installation and configuration.

Proficiency with programming languages used for scripting or automation of routine tasks.

3) Web Content Manager

Responsible for VCGI's web presence and website.

Responsibilities:

A

Responsible for drafting and maintaining VCGI's web presence strategy with input from VCGI's
Outreach Coordinator.

Work in close collaboration with VCGI's Outreach Coordinator, Web Services Administrator,
System Administrator, and Database Administrator to implement VCGI's web presence strategy.
Manage VCGI's website and web presence through regular site maintenance (page updates,
event and event registration management, link management, graphics) and social media
communication.

Minimum Knowledge:
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Working knowledge of the CMS (DIl or other) solution for website content management.
Working knowledge HTML, CSS, and Javascript.

Awareness of up-to-date industry web standards and protocols.

Awareness of social media integration methodologies.

4) Web Services Administrator
Responsible for working with the Director of Enterprise GIS Services to efficiently and successfully

deploy web services.

Responsibilities:

A.

Install, configure, upgrade, and manage ArcGIS Servers (excluding SDE).
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Provide web services management for web and mobile applications.

Primary point of contact (POC) for all ArcGIS Server web services including those hosted by VCGI
for other state agencies.

Update, troubleshoot, and tune ArcGIS Servers.

Author, deploy and maintain ArcGIS Server services.

Create and maintain tiled caches as needed for Map Services and Image Services.

Deploy and maintain non-ArcGIS web services as needed.

Report system problems to the Director of Enterprise GIS Services.

Work with the Director of Enterprise GIS Services to schedule and coordinate system upgrades.

Minimum Knowledge:

A.

Advanced knowledge of ESRI ArcGIS Server technology requirements for web and mobile
applications.
a. AGS, Image Services, REST.
Working knowledge of HTML, CSS, and Javascript.
Awareness of OGC standards for Web and Feature Services.
Working knowledge of IIS administration.

5) Web Applications Administrator

Responsible for working with VCGI Project Managers and Website Content Manager to oversee and

develop web applications.

Responsibilities:

A.

Leverage a variety of technologies to develop and manage web applications (eg: VCGI website,
VT Interactive Map Viewer, Data Warehouse web portal, etc).

Perform periodic upgrades of existing VCGI websites and apps (eg: www.vcgi.org, Data
Warehouse).

Provide mobile application development and web support.

Primary point of contact (POC) for all web application related issues including those hosted by
VCGI for other state agencies.

Report system problems to the Director of Enterprise GIS Services.

Work with the Director of Enterprise GIS Services to schedule and coordinate system upgrades.

Minimum Knowledge:

A. Basic knowledge of ESRI ArcGIS Server technology requirements.

B.

a. AGS, SDE, Image Services, REST
Advanced knowledge of HTML, CSS, and Javascript.
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C. OGC standards for Web and Feature Services.
D. Basic knowledge of key development languages and their runtime environments.

E. Ability to interface with programmers and communicate business requirements.

6) Director of Enterprise GIS Services
Responsible for overseeing and managing VCGI's technical operations and activities in support of the

State's Enterprise GIS Strategic Plan.

Responsibilities:
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Chair the State's Enterprise GIS Consortium (EGC).

Schedule and run EGC meetings. Prepare agendas and minutes.

Foster and facilitate communication and coordination between EGC partners.

Work with VCGI's Executive Director to define and align objectives of VCGI's Enterprise
GIS operations, and allocate tasks and resources necessary to achieve those objectives.
Oversee VCGI's day-to-day Enterprise GIS operations through effective communication
and collaboration with VCGI's technical team.

Work with VCGI's technical team to foster top-quality, cost-effective operational
performance, high standards of quality and successful integration with enterprise
operations.

Maintain and enhance the EGC's GeoPoint GIS Portal.

Foster the development of standards and protocols that further the goals defined in the
State's Enterprise GIS Strategic Plan.

Minimum Knowledge:

Strong leadership and project management skills.

Working knowledge of geospatial technology including desktop, server, web, and mobile
technologies.

Ability to manage and motivate multidisciplinary teams.

Strong writing and verbal communication skills.

Ability to foster, facilitate and coordinate collaborative efforts between organizations.



